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Numbers and Symbols

? (question mark), in GNS3 console, 191

7-zip application, 85

32-bit operating system, IOS-XRv
virtual machine, 145

64-bit operating system, IOS-XRv
virtual machines, 145

802.1Q trunk, connecting devices with,
109-112, 114

2600 series routers, 218-219

A

abbreviated command syntax, in
VPCS, 49
access ports, changing, 44
access server. Seevirtual access server
adapters. See also specific adapter types
for IOS-XRv device, 146
for IOU devices, 159
for IOU virtual machine, 161-162
multiple, in PCs, using for device
connections, 119
adaptive security appliance firewall.
See ASA (adaptive security
appliance) firewall
Adaptive Security Device Manager
(ASDM), Cisco, 123-124,
132-135, 227
Add a Link icon, Devices toolbar, 37,
39, 56
Add a note icon, GNS3 toolbar, 35
Address Resolution Protocol
(ARP), 227
Adobe Flash Player, 125
Advanced Package Tool (APT), 227
Advanced settings tab
Dynamips preferences window,
22-23
10S on UNIX preferences window,
156-157
All Devices icon, Devices toolbar, 37

Always use the local server (Linux only)
checkbox, IOS on UNIX
preferences window, 156

Apache web server, 3

appliances, importing to VirtualBox,
51-52

application-specific integrated circuit
(ASIC), 227

APT (Advanced Package Tool), 227

apt-get utility, 51

ARP (Address Resolution
Protocol), 227

arp command, 50

AS (autonomous system), 227

ASA (adaptive security appliance)
firewall, Cisco

acquiring image file, 127
ASDM installation, 132-135
configuring GNS3 for, 127-131
defined, 227

overview, 123-124, 126
prepping image for GNS3, 127
testing in GNS3, 131-132
troubleshooting, 213

asa-initrd.gz file, 127

asa-vmlinuz file, 127

ASDM (Adaptive Security Device
Manager), Cisco, 123-124,
132-135, 227

ASIC (application-specific integrated
circuit), 227

ATM (Asynchronous Transfer Mode)

defined, 227
switch, configuring, 102-103
autonomous system (AS), 227

backing up
GNS3 settings file, 211-212
Juniper Olive, 80-81
projects, 214-215
QEMU disk image files, 144
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Berkeley Software Distribution
(BSD), 228
BGP (Border Gateway Protocol), 228
binary applications, QEMU, 82
binary file, QEMU virtual machine,
129, 142-143, 145
bison package, 155
booting routers, 27
Border Gateway Protocol (BGP), 228
Boson NetSim, 2
breakout cables, 113
breakout switches
creating, 112-117
optional configuration for, 117-118
overview, 121
bridges
for IOU virtual machine, 161-162
between loopback and Ethernet
adapters, 106-107
preparing PCs for, 106
Bryant Advantage videos, 199
BSD (Berkeley Software
Distribution), 228
build directory
for IDS/IPS, 135
preparing in QEMU, 69
built-in device nodes, 94

C

capturing packets with Wireshark,
59-62
Catalyst switches, Cisco, 6, 223
CBT Nuggets videos, 199
CCIE (Cisco Certified Internetwork
Expert) certification, 6,
199, 228
CCNA (Cisco Certified Network
Associate) certification, 32,
199, 228
CCNP (Cisco Certified Network
Professional) certification,
32,199, 228
CCP (Cisco Configuration
Professional) software
defined, 228
installing, 125
overview, 123, 124
project configuration, 124-125
running, 125-126

CD image files
Cisco IDS/IPS, 135
Juniper Olive, 67-69
CDP (Cisco Discovery Protocol),
115, 228
central processing unit (CPU)
defined, 228
throttling, for ASAs, 130, 213
usage, setting Idle-PC value for,
26-27
certifications, preparing for, 199. See
also specific certifications
Check for minimum RAM
requirements option, IOS
memory screen, 25
checkpic protection for Junos OS,
removing, 78
chmod command, 208
chown command, 208
CIDR (Classless Inter-Domain
Routing), 49, 173, 228
Cisco access server. Seevirtual access
server
Cisco Adaptive Security Appliance
firewall. See ASA (adaptive
security appliance) firewall
Cisco Adaptive Security Device
Manager (ASDM), 123-124,
132-135, 227
Cisco ASDM-IDM Launcher, 134
Cisco Catalyst switches, 6, 223
Cisco certification exams, 29, 199
Cisco Certified Internetwork Expert
(CCIE) certification, 6,
199, 228
Cisco Certified Network Associate
(CCNA) certification, 32,
199, 228
Cisco Certified Network Professional
(CCNP) certification, 32,
199, 228
Cisco Configuration Professional.
See CCP software
Cisco console window, 27
Cisco Discovery Protocol (CDP),
115, 228
Cisco Enhanced Interior Gateway
Routing Protocol. See
EIGRP
Cisco Feature Navigator website, 25, 205
Cisco hardware, supported, 217-220



Cisco Intrusion Detection System/

Intrusion Prevention System.

See IDS/IPS (Intrusion
Prevention System/
Intrusion Detection System)
Cisco IOS (Internetwork Operating
System), 2, 220-222, 229.
See also 10S images; I0OS
routers; IOU
Cisco I0S on Unix. See IOU
Cisco IOS-XRv. See IOS-XRv
Cisco IP hostname table, for virtual
access server, 184-186
Cisco ISL (Inter-Switch Link), 229
Cisco Learning Network, 152
Cisco NM-16ESW switch module, 6, 44
Cisco NPE (Network Processing
Engine), 230
Cisco NX-OSv. See NX-OSv
Cisco routers. See also Dynamips; IOS
routers; specific routers
exporting GNS3 configurations to,
187-188
importing configurations into
GNS3, 188
10S compatibility, 220-222
supported, 217-220
testing connectivity between
Juniper routers and, 83-84
Cisco switch block design, 200
Cisco switches, CDP tunneling
compatibility of, 115
Cisco Virtual Internet Routing Lab
(VIRL), 2, 231
Cisco VPNs, 200
Cisco WIC (WAN Interface Card), 231
Classless Inter-Domain Routing
(CIDR), 49, 173, 228
client/server setup
configuring client, 193-197
overview, 191-192
preparing workstations, 192
running gns3server, 192-193
uberlab creation, 198-199
client/server technology, GNS3, 3
clock rate command, 101
Clone feature, VirtualBox, 55-56, 87
Cloud nodes
configuring for virtual access
server, 181-183
configuring standard 802.1Q
trunk, 110

configuring VLANSs using
Linux, 116
configuring with loopback
adapters, 107, 120-121
general discussion, 104-105
overview, 93
comm server. Seevirtual access server
command line interface, GNS3, 33,
190-191
command prompt, IOS-XRy, 147
commands. See also specific commands
NX-OSyv, 172-173
VPCS, 48-49
community, GNS3, 215
competitions, security, 199
configuration
acquiring IOS image, 19-21
adding IOS images to GNS3, 23-26
for ASA, 127-131
for Cisco IDS/IPS, 141-143
for Cisco IOS-XRv, 144-146
for Cisco NX-OSy, 170-171
client, for client/server setup,
193-197
Cloud node for virtual access
server, 181-182
Dynamips, 21-23
Idle-PC value, setting manual,
26-29
IOS-XR device, 147-149
for IOU, 156-159, 163-167
IP hostname table, 184-186
Juniper routers in GNS3, 81-83
Loopback Adapter in Windows,
178-179
overview, 19
router, exporting to Cisco, 187-188
router, importing into GNS3, 188
of router for Cisco IOS-XRv
project, 147
of router for NX-OSv project, 173
router hardware, 40-41
TAP adapter in Linux, 179-180
troubleshooting problems
related to, 210-211
configuration files
Dynamips, 38
GNS3, 211-212
Configure button, CCP management
screen, 126
connection timeouts, virtual access
server, 187
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connectivity
ASA, testing, 131
Internet, 121
Juniper router, 84
virtual, with GNS3, 3—-4
between Windows guest and
router, 125
conserving resources, 214
Console applications tab, GNS3
General preferences
window, 27, 28
Console connect to all devices icon,
GNS3 toolbar, 34, 43
console port number
configuring Cisco IP hostname
table, 184-185
IOS on UNIX preferences window,
156-157
consoles
Cisco, 27
GNS3, 33, 190-191
troubleshooting problems with,
208-210
virtual access server, 186-187
VPCS, 48
copying IOS image files from
routers, 20
corrupt IOS image files, 205-206
CPU (central processing unit)
defined, 228
throttling, for ASAs, 130, 213
usage, setting Idle-PC value for,
26-27
cpulimit program, 130, 131
crashes, Dynamips, 204
Create Virtual Machine wizard, 85—-86,
169-170

data link connection identifier (DLCI),
97, 101-102, 228

debug command, 191

decompressing I0S images, 23

deleting links between devices, 40

dependencies, installing, 12

/dev/bpf device files, 207

Device Dashboard, ASDM, 134-135

device file permissions, OS X, 207

Device Manager, CCP, 125-126

device nodes. See also live switches,
connecting devices to
ATM switch, 102-103
built-in, 94
Cloud nodes, 104-105
connecting devices to Internet,
120-121
connecting devices to physical
hardware, 105-109
Ethernet hub, 95
EtherSwitch router, 96
Frame Relay switch node, 97-102
Node configurator, 94-95
overview, 93
devices. See also specific devices; virtual
access server
connecting to Internet, 120-121
connecting to physical hardware,
105-109
conserving resources, 214
Devices toolbar, 33, 37
emulated, 2, 33
linking, 37
simulated, 33
symbols for, changing, 44-45
VirtualBox host nodes, linking to
other, 56-57
Devices toolbar, 383, 37, 38, 55, 197
/dev/tap device files, 207
DHCP (Dynamic Host Configuration
Protocol), 49, 228
dhcp command, 49
dirty filesystems, 80
disconnect command, 187
Discover button, CCP management
screen, 126
Disk image (hda) selection, New
QEMU VM wizard, 143, 146
Disk image (hdb) selection, New
QEMU VM wizard, 143
DLCI (data link connection identifier),
97, 101-102, 228
DNS (Domain Name System), 228
Draw a rectangle icon, GNS3 toolbar, 35
Draw an ellipse icon, GNS3 toolbar, 35
Dynamic Host Configuration Protocol
(DHCP), 49, 228
Dynamips, 9, 13. See also routers
client/server setup, 192-197
configuration files, 38



configuration of, 21-23

console problems, 209

copying GNS3 projects between
platforms, 189

copying IOS image files to, 20

crashes, 204

IOS-XRv project, 146-147

vs. 10U, 151

networking Linux VirtualBox host
to routers, 57-58

overview, b

permissions, setting, 105-106

permissions problems, 207-208

supported Cisco hardware, 217-220

verifying path to, in Linux, 21

virtual access server router,
configuring, 182-184

Dynamips IOS Router configuration
dialog, 38-39
Dynamips preferences window, 22-23,

194-195

EIGRP (Enhanced Interior Gateway
Routing Protocol), Cisco
defined, 228
IOS-XRv project, 147, 148
NX-OSv project, 171, 173, 174
ellipses, drawing, 35
emulated hardware, 2, 33
Enable ghost IOS support option,
Dynamips preferences
window, 23
Enable mmap support option,
Dynamips preferences
window, 23
Enable remote console option,
VirtualBox, 55
Enable sparse memory support option,
Dynamips preferences
window, 23
encapsulation frame-relay command, 101
End Devices icon, Devices toolbar, 37
Enhanced Interior Gateway Routing
Protocol. See EIGRP
(Enhanced Interior
Gateway Routing Protocol)
erase flash: command, 44
escape sequence, 186
/etc/networks/interfaces file, 180

Ethernet adapters
connecting devices to PCs, 106-108
connecting GNS3 devices to
Internet, 120-121
MTU size of, 117
NIO problems, 208
Ethernet connections, capturing
data on, 60
Ethernet hub, 95
Ethernet interfaces, adding to Juniper
virtual machine, 82—-83
Ethernet switch nodes
breakout switch configuration
using, 117-118
configuring standard 802.1Q
trunk, 109-112
Node configurator window, 44, 45
overview, 44—-45
EtherSwitch router, 96
configuring standard 802.1Q
trunk, 109-112
EXEC mode privileges, 124
exec-timeout parameter, 187
Export Appliance option,
VirtualBox, 190
Export config option, 188, 190
exporting
GNS3 configurations to Cisco
routers, 187-188
GNS3 settings file, 211-212
10U configurations, 159

F

FDISK Partition Editor, 71-72
feature problems, troubleshooting,
203-204, 210-211
File Transfer Protocol. See FTP
firewalls, disabling, 50. See also
Juniper vSRX Firefly;
ASA (adapative security
appliance) firewall
flex package, 155
Frame Relay switch node, 97-102
frame-relay intf-type dce command, 101
frame-relay lmi-type command, 101
frame-relay switching command, 101
FreeBSD
acquiring, 67
copying to build directory, 69
installing, 77-78
Juniper Olive, installing on, 66-67
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FreeBSD, continued
Juniper Olive package,
installing on, 78-80
overview, 65
partitioning filesystem, 71-76
preliminary checks before
installation, 69-70
QEMU virtual machine of,
creating, 69
virtual hard disk, creating, 70-71
FTP (File Transfer Protocol)
copying ASDM software to ASA,
132,133
copying files from Cisco ASA, 127
copying IOS image files to, 20
defined, 228

G

Gateway Load Balancing Protocol
(GLBP), 228
General preferences window, 211-212
General settings tab
Dynamips preferences window,
22,194
I0S on UNIX preferences window,
156, 164-165
Node configurator, 159
VirtualBox preferences window, 53
ghost 10S support, Dynamips, 23
GLBP (Gateway Load Balancing
Protocol), 228
GNS3
appliances, installing, 14-17
emulated hardware, 2
forums, 48, 215
installer package, 7
10U, importance of for, 152
limitations of, 5—6
open source integration, 5
overview, 1-2
reasons to use, 2—4
scalability, 3
simulated operating systems, 2—-3
supported Cisco hardware, 217-220
upgrading, 167
virtual connectivity, 3—4
website, 215
GNS3 I0U VM.ova file, 160-163
GNS3 Jungle forum, 215
GNS3 server preferences window, 164,
193-194

GNS3 settings file, 211-212
GNSS3 toolbar, 32, 34-37
GNS3 Vault website, 16
GNS3 WorkBench
installing, 16-17
overview, 15-16
gns3server program, 192-193, 198-199
grace period, EIGRP, 174
graphical user interface (GUI)
program, 3, 13
GRUB boot manager, QEMU, 139, 140,
141
GRUB boot menu, Linux, 137
GUI (graphical user interface)
program, 3, 13

“Hack My Rack” challenges, 199-200
halt command, 79
hard drive settings, NX-OSy, 170
hardware. See also devices; specific
hardware
configuring router, 40-41
emulated, 2, 33
troubleshooting, 212
hdiutil command, 68
help command, 191
host binding, GNS3 server, 180-181,
193-194
host integration. See also VirtualBox
overview, 47
with Virtual PC Simulator, 47-50
hostname command, 156
hot-linking IOU devices, 159
HSRP (Hot Standby Routing
Protocol), 228
hub and spoke Frame Relay network,
98-100
hypervisor program. See Dynamips

ICS (Internet Connection Sharing), 120
Idlemax setting, Dynamips, 209
Idle-PC values

conserving resources, 214

console problems, 209

overview, 26, 197

setting manual, 26-29
Idlesleep setting, Dynamips, 209
ids_functions file, 137-138



IDS/IPS (Intrusion Detection System/
Intrusion Prevention
System), Cisco
acquiring image file, 135
backup copy of disk image files, 144
booting, 135-137
configuring GNS3 for, 141-143
defined, 228
overview, 123-124, 135
QEMU-ready system, creating,
135-137
restarting, 139
testing, 141
tricking software, 137-141
verifying in GNS3, 143-144
ifconfig command, 56, 108, 180
ifconfig etho command, 163
images. See also I0OS images
ASA operating system, 127
Cisco IOS-XRYv files, 144
IDS/IPS, acquiring, 135
inserting, 35
10U, 153, 158-159, 162-163, 165
ISO, 67-69, 135
NX-OSv, 169
Import Appliance option,
VirtualBox, 190
Import config option, 188, 190
Import Virtual Appliance dialog,
160-161
Import/Export configs dialog, 188
importing
appliances to VirtualBox, 51-52
Cisco router configurations into
GNS3, 188
GNS3 settings file, 211
IOU configurations, 159
NX-OSv into VirtualBox, 169-170
INE workbooks, 199
iniparser program, 155
initial RAM disk, ASA virtual
machine, 129
Input/Output (1/0), 229
Insert a picture icon, GNS3 toolbar, 35
Install Boot Manager menu, 72, 73
installation media, choosing, 77
installation package for Juniper
Olive, 79
installing
CCP software, 125
Cisco ASDM, 132-135

Cisco IDS/IPS, 135-137
FreeBSD, 77-78
GNS3, general requirements for, 8
GNS3, overview, 7
GNS3 appliances, 14-17
GNS3 on Microsoft Windows, 8—10
GNS3 on OS X, 10-11
GNS3 on Ubuntu Linux, 11-14
10U, 154
Juniper Olive, 66—-67
Juniper Olive package in FreeBSD,
78-80
QEMU, 63-65
TUN/TAP drivers, 108, 109
virtual interface for virtual access
server, 178-180
VirtualBox, 50-51
VPCS, 14, 48
Wireshark, 58-59
integrated service router (ISR), 229
integrating hosts. See also VirtualBox
overview, 47
with Virtual PC Simulator, 47-50
interface, virtual, for virtual access
server, 178-180
interface labels, 34
interface.conffile, 137, 138-139
interface-nat command, 90
interfaces file, 180
Internet
connecting devices to, 120-121
finding IOS image files on, 20
Internet Connection Sharing
(ICS), 120
Internet Protocol. See IP; IPv4; IPv6
Internet service provider (ISP), 229
Internetwork Operating System.
See 10S (Internetwork
Operating System)
Inter-Switch Link (ISL), Cisco, 229
Intrusion Detection System/
Intrusion Prevention System.
See IDS/IPS (Intrusion
Detection System/Intrusion
Prevention System)
I/O (input/output), 229
IOL (IOS on Linux), 229
IOS (Internetwork Operating System),
Cisco, 2, 220-222, 229.
See also 10S images; I0S
routers; IOU
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IOS images

acquiring, 19-21

adding to GNS3, 23-26

client/server setup, 192

copying from router, 20

copying GNS3 projects between
platforms, 189

corrupt, 205-206

decompressing, 23

failure to load, troubleshooting,
204-206

limitations, 5

serial connections, troubleshooting

issues with, 46
stable versions, 21
unsupported, 211
10S Memory screen, 25
I0S on Linux (IOL), 229
I0S on Unix. See IOU (I0OS on Unix)
IOS on UNIX preferences window,
156-158, 164-166
10S routers. See also Dynamips

adding IOS images to GNS3, 23-26

client/server setup, 194-197
configuration, 38-39
Dynamips, configuring, 21-23

Frame Relay switch, creating using,

101-102
Idle-PC value, setting manual,
26-29

memory, troubleshooting, 204-205,

206-207
networking Linux VirtualBox
host to, 57-58
preferences, 23
IOS routers preferences window,
194, 195
i0s_base_private-config.txt file, 38
ios_base_startup-config.ixt file, 38, 39
IOS-XRy, Cisco
adapters for, 146
configuring GNS3 for, 144-146
configuring IOS-XR device,
147-149
configuring router, 147
creating simple project, 146-149
overview, 144
IOU (IOS on Unix), Cisco, 2, 3, 6
configuring devices, 159
configuring GNS3 for, 156-159,
163-167
console problems, 210

copying GNS3 projects between
platforms, 189-190

creating text file of
configuration, 188

defined, 229

exporting/importing
configurations, 159

images, 153, 162-163, 165

importance to GNS3, 152

installing, 154-155

L2 images, 226

license file for, 155-156, 163-164

linking devices, 159

on Linux PC, 153-159

NIO problems, 208

overview, 151-152

simple project, 167-168

switches, 152, 167-168

things to know before installing, 153

uploading image files, 162-163

virtual machine for, 153, 160-163,
164, 167

on Windows and OS X, 160-167

IOU devices section, IOS on UNIX

preferences window, 158,
165, 166

iouyap application, 155, 156, 208
IP (Internet Protocol)

addressing
binding GNS3 server to virtual
interface, 180-181
client/server setup, 192,
193-194
configuring in VirtualBox,
56-57
configuring Loopback Adapter
in Windows, 178-179
configuring TAP adapter in
Linux, 179
IOS-XRv project, 147, 148
10U virtual machine, 163, 164
for NX-OSv project, 173
virtual access server, 178—179,
185
VLAN routing using IOU
switch, 168
VPCS, 49-50
configuring in VirtualBox, 56-57
defined, 229

ip command, 49
IP hostname table, for virtual access

server, 184-186



iplog-status command, 141
IPv4 (Internet Protocol version 4)
defined, 229
manually configuring addresses
in VPCS, 49
IPv6 (Internet Protocol version 6)
defined, 229
manually configuring addresses
in VPCS, 49
ISL (Inter-Switch Link), Cisco, 229
ISO images
IDS/IPS, acquiring, 135
of Juniper Olive, creating, 67-69
ISO Recorder, 67-68
ISP (Internet service provider), 229
ISR (integrated service router), 229

J

Java, 125
Juniper Networks Certified Associate
(JNCIA) certification, 65,
91, 229
Juniper Olive. See also Juniper vSRX
Firefly
acquiring FreeBSD, 67
acquiring software, 67
adding virtual machine in
GNS3, 82
backing up, 80-81
configuring Juniper routers in
GNS3, 81-83
creating CD image file, 67-69
creating virtual hard disk in
QEMU, 70-71
general discussion, 65—-66
installing, 66—67
installing FreeBSD, 77-78
installing package in FreeBSD,
78-80
installing QEMU, 63-65
overview, 63
partitioning filesystem in QEMU,
71-76
preliminary checks before FreeBSD
installation, 69-70
syntax, 84
system requirements, 66
testing routers, 83-84
Juniper vMX, 66

Juniper vSRX Firefly
adding virtual machine to GNS3,
87-88
creating Firefly virtual machine
with VirtualBox, 85-86
extracting and converting files, 85
increasing processors for virtual
machine, 87
overview, 84-85
project using, 88-91
Juniper-compatible partitions, 74
juniper-olive.iso CD image,
mounting, 78
Junos OS, 65

K

Kernel Configuration Menu, FreeBSD,
70,71
kernel image, ASA virtual machine, 129

L

L2 images, Cisco IOU, 226
12protocol-tunnel cdp command, 114
LAN (local area network), 229
layers, manipulating, 36
libcap2, 207
libcrypto, 154
license file for IOU, 155-156, 163-164
license grace-period command, 174
linking
devices, 37
1IOU devices, 159
routers, 39-40
VirtualBox host nodes to other
devices, 56-57
Linux. See also Cisco NX-OSv
boot-specific settings for ASA
virtual machine, 129
breakout switches, creating,
112-113
choosing Console application, 27, 28
Cisco IDS/IPS, 135-137
configuring Cloud node, 181
configuring GNS3 for IOU,
156-159
configuring IP addresses in
VirtualBox, 56
configuring TAP adapter in,
179-180
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Linux, continued
connecting devices to Internet, 120
CPU usage, setting Idle-PC value
for, 2627
Dynamips permissions,
setting, 106
GNS3 WorkBench, 15-17
gns3server program, 192
installing cpulimit program, 131
installing GNS3 system on, 11-14
installing IOU, 154-155
installing QEMU on, 64-65
installing VirtualBox, 51
installing VPCS source file, 48
installing Wireshark on, 59
Juniper Olive ISO image creation,
68-69
license file for IOU, 155-156
NIO connections, 105
permissions problems, 207-208
prepping ASA image for
GNS3, 127
running GNS3 and IOU on,
153-154
TUN/TAP drivers on, 109
verifying path to Dynamips, 21
virtual access server
limitations on, 185
VirtualBox virtual machine project,
57-58
live switches, connecting devices to
with breakout switch, 112-117
optional breakout switch
configuration, 117-118
overview, 109, 121
with standard 802.1Q trunk,
109-112
using multiple adapters in PCs, 119
LMI (logical management
interface), 229
Load balance across all available
remote servers checkbox,
New IOS router dialog, 196
local area network (LAN), 229
logging on to routers, 41, 43-44
logical management interface
(LMI), 229
Loopback Adapter driver, Microsoft,
106-107, 120, 178-179,
181, 182

MAC (media access control), 229
Mac OS X. See OS X
Manage Devices screen, CCP, 125-126
management console, GNS3, 33,
190-191
manual Idle-PC value, setting, 26—-29
manually configuring IP addresses
in VPCS, 49
maximum transmission unit. See MTU
media access control (MAC), 229
memory
conserving resources, 214
Dynamips, 23
general requirements, 8
10S router, 25
IOU virtual machine, 161
NX-OSyv, 169-170
QEMU virtual machine, 129, 143,
145, 209
router, troubleshooting, 204-205,
206-207
Memory usage optimisation settings,
Dynamips preferences
window, 23
Microsoft Loopback Adapter driver,
106-107, 120, 178-179,
181, 182
Microsoft Windows
CCP project configuration,
124-125
Cisco ASDM, 132-134
configuring Cloud node, 181
configuring IP addresses in
VirtualBox, 56-57
configuring Loopback Adapter in,
178-179
connecting devices to Internet, 120
CPU usage, setting Idle-PC value
for, 26-27
gns3server program, 192
installing GNS3 system on, 8-10
installing QEMU on, 63—-64
installing VirtualBox on, 50-51
installing Wireshark on, 58
10U on, 153, 160-167
Juniper Olive ISO image creation,
67-68
loopback adapter drivers, 106-107
NIO problems, 207, 208



QEMU-ready IDS/IPS system,
135, 136
virtual access server
limitations on, 185
mkisofs application, 68
mmap support, Dynamips, 23
modprobe command, 113
mount command, 78
MPLS (Multiprotocol Label
Switching), 229
MTU (maximum transmission unit)
defined, 229
Ethernet adapters, 117
interfaces, 108
multihomed networks, 200
multiple adapters in PCs, for device
connections, 119
multiple PCs, running devices using
client/server setup, 192-197
overview, 191-192
uberlab creation, 198-199
Multiprotocol Label Switching
(MPLS), 229
multi-protocol routing,
troubleshooting, 46
multi-vendor integration, 200-201

NAT (network address translation),
121, 229-230

netstat command, 43, 213

network adapter, bridging to PC,
161-162

Network adapters screen, 25

network address translation (NAT),
121, 229-230

network connectivity tests, ASA, 131

network convergence tests, suspending
routers in, 41

Network Input/Output. See NIO

network performance, with GNS3, 6

Network Processing Engine (NPE),
Cisco, 41, 230

network settings, VirtualBox, 55

network switch modules, 44

Network tab, Node configurator, 159

New blank project icon, GNS3
toolbar, 34

New IOS router dialog, 196

New IOU device wizard, 158-159,
165, 166
New project window, 38
New QEMU VM wizard, 82, 128-130,
142-143, 144-146
New VirtualBox VM screen, 54
NIO (Network Input/Output)
connection options, 104-105
defined, 230
errors, troubleshooting, 207-208
NIO Ethernet tab, Node configurator,
181, 182
NIO TAP tab, Node configurator,
181, 182
NM-16ESW switch module, 6, 44,
223-225
no shutdown command, 168
Node configurator, 94-95
Cisco IOS router, 40—-41
Cloud nodes, 104-105, 181, 182
Ethernet hub, 95
Ethernet switch node, 118
EtherSwitch router, 96
Frame Relay switch, 97
10U device, 159
router memory, 205
nodes, 32
-nographic option, QEMU, 82-83
non-volatile random access memory
(NVRAM), 230
notes, adding, 35, 36-37
NPE (Network Processing Engine),
Cisco, 41, 230
Null device links, 105
NVRAM (non-volatile random access
memory), 230
NX-OSy, Cisco
configuring GNS3 for, 170-171
image files, 169
importing into VirtualBox,
169-170
overview, 168-169
project example, 171-175

0

Open project icon, GNS3 toolbar, 34
Open Shortest Path First (OSPF), 230
open source integration, GNS3, 5-6
Open Virtual Appliance (OVA) files,
51, 85, 144, 160, 190, 230

Index 243



24

Index

operating systems (OSes). See also
specific operating systems
copying GNS3 projects between,
189-190
defined, 230
simulated, 2-3
OSsX
CPU usage, setting Idle-PC value
for, 2627
Dynamips permissions,
setting, 105
gns3server program, 192
installing GNS3 system on, 10-11
installing QEMU on, 63-64
installing TUN/TAP drivers, 108
installing VirtualBox on, 51
installing Wireshark on, 59
IOU on, 153, 160-167
Juniper Olive ISO image
creation, 68
NIO problems, 207
preliminary checks before FreeBSD
installation, 69-70
QEMU-ready IDS/IPS system, 135
OSPF (Open Shortest Path First), 230
OVA (Open Virtual Appliance) files,
51, 85, 144, 160, 190, 230

P

Packet over SONET (POS), 230
packet sniffers, 58. See also Wireshark
partitioning filesystem in QEMU,
71-76
Path to IOURC field, I0S on UNIX
preferences window,
156, 164
Path to iouyap field, IOS on UNIX
preferences window, 156
pausing routers, 41
PC hosts, integrating. See also
VirtualBox
overview, 47
with Virtual PC Simulator, 47-50
.peap capture file, 154
PCs, connecting devices to, 105-109
PCs, running devices using multiple
client/server setup, 192-197
overview, 191-192
uberlab creation, 198-199
permanent virtual circuit (PVC), 97,
102, 230

permissions
and NIO errors, 207
setting, 105-106
physical hardware, connecting
devices to, 106-109.
See also hardware
pictures, inserting in project, 35
ping command
ASAs, 131
IOS-XR device, 148
Juniper router connectivity, 84
NX-OSv project, 173, 174
virtual access server, 184
VLAN routing, 50, 168
Windows guest and router,
connectivity between, 125
platforms. See operating systems
(OSes); specific operating
systems
point-to-point WAN connection using
ATM switch, 103
port numbers
changing, 43
conflicts, troubleshooting, 212-213
POS (Packet over SONET), 230
private-config files, 38, 188
Process priority setting, QEMU VMs
preferences window,
130-131
processors, increasing for Firefly
virtual machine, 87
project management
adding routers, 38—-39
Devices toolbar, 37
Ethernet switch nodes, 44—-45
GNSS3 toolbar, 34-37
IOU, 167-168
linking routers, 39-40
logging on to routers, 41, 43-44
new project, creating, 37-38
overview, 31-32
screen layout, 32-33
snapshots, 32
starting, stopping, and pausing
routers, 41
symbols for devices, changing,
45-46
terminal settings, configuring, 42
terminology, 32
virtual hardware, configuring,
40-41



projects
backing up, 214-215
Cisco NX-OSy, 171-175
configuration in CCP software,
124-125
copying between platforms,
189-190
defined, 32
practicing real-world scenarios,
200-201
using Juniper vSRX Firefly, 88-91
using VirtualBox hosts in, 55-56
using VirtualBox on Linux, 57-58
PuTTY, 8
PVC (permanent virtual circuit), 97,
102, 230

Q

QEMU (Quick Emulator), 3, 8
ASA image, prepping for, 127
backup copy of disk image files, 144
binary applications, 82
build directory, preparing, 69
configuring GNS3 for ASA,
127-131
configuring GNS3 for IOS-XRy,
144-146
console problems, 209
defined, 230
Ethernet interfaces, adding to
Juniper virtual machine,
832-83
FreeBSD, installing, 67, 71-76
preliminary checks before,
69-70
IDS/IPS system ready for, creating,
135-139
installing, 63—-65
Juniper, running on, 91
Juniper virtual machine, adding to
GNS3, 82
overview, b, 63
partitioning filesystem, 71-76
virtual hard disk, creating, 70-71
virtual machine of FreeBSD,
creating, 69
gemu program, 69
QEMU VMs preferences window,
81, 127-128, 130-131,
141-142, 144
gemu-img program, 69, 70

gemu-system-1386 binary application, 82
gemu-system-x86 package, 64
gemu-system-x86_64 binary
application, 82
question mark (?), in GNS3 console, 191
Quick Emulator. See QEMU (Quick
Emulator)

rack rental, virtualized, 2
RAM (random access memory)
conserving resources, 214
defined, 230
general requirements, 8
10S router, 25
10U virtual machine, 161
for Juniper Olive installation, 79
QEMU virtual machine, 129,
143, 145
router, troubleshooting, 204-205
reboot command, 139
rectangles, drawing, 35
Reload all devices icon, GNS3
toolbar, 35
Remote server type, New IOS router
dialog, 196
Remote servers tab, GNS3 server
preferences window,
164, 194
reset command, 141, 143
resources, conserving, 214
resources, sharing. See multiple PCs,
running devices using
RIP (Routing Information
Protocol), 230
root partitions, creating, 75
root-level permissions, Linux, 208
route command, 56
routers. See also Dynamips; IOS routers
adding to project, 38-39
booting, 27
breaking and fixing networks, 201
CCP project configuration,
124-125, 126
for Cisco IOS-XRv project,
configuring, 146, 147
console problems, 209-210
EtherSwitch, 96
exporting GNS3 configurations to
Cisco, 187-188
hardware, configuring, 40-41
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routers, continued
importing Cisco configurations
into GNS3, 188
10S compatibility, 220-222
I0S-XRv project, 146-147
Juniper
configuring in GNS3, 81-83
testing, 83-84
linking, 39-40
logging on to, 41, 43-44
memory, troubleshooting, 204-205,
206-207
with network switch modules, 44
NX-OSv project, 171-175
running maximum possible in
GNS3, 201
starting, stopping, and pausing, 41
supported Cisco hardware, 217-220
upgrading virtual, 32
for virtual access server,
configuring, 182-184
virtual access server consoles,
186-187
VLAN routing using IOU switch,
167-168
vSRX Firefly firewall project, 88-91
Routers icon, Devices toolbar, 37
Routers section, Devices toolbar, 197
RouterSim, 2
Routing Information Protocol
(RIP), 230
Run as Administrator option
Cisco Configuration
Professional, 125
GNS3, 207
Run ASDM option, Cisco ASDM install
screen, 134
Run on Server drop-down menu, New
I0S router dialog, 196
running-config file, 188

S

Saraiva, Flavio J., 5

save command, 49

Save project icon, GNS3 toolbar, 34
saving Wireshark captures, 62
scalability, GNS3, 3

screen layout, 32-33

Screenshot icon, GNS3 toolbar, 35
SCSI disk detected message, 172

Search by Software feature, Cisco
Feature Navigator
website, 205
Secure Shell (SSH), 230
security
challenges related to, 199-200
Dynamips installation, 13
vSRX Firefly configuration, 90
Security Devices icon, Devices
toolbar, 37
serial connections, troubleshooting
issues with, 46
serial interfaces, capturing data on, 60
server, GNS3, 3, 180-181
server, virtual access. Seevirtual access
server
server application, installing, 13
server PC, client/server setup, 192-193.
See also client/server setup
Server settings tab, IOS on UNIX
preferences window,
156, 157
setcap command, 106, 207, 208
sharing resources. See multiple PCs,
running devices using
show atm pvc command, 103
show command, 49, 191
show eigrp neighbors command, 148
show flash command, 20, 44
show frame-relay pvc command, 100
show hosts command, 185
Show interface labels icon, GNS3
toolbar, 34
show ip route command, 174
show route command, 148
show run command, 191
show security nat source summary
command, 90-91
show sessions command, 186
simulated devices, 33
simulated operating systems, 2-3
Snapshot icon, GNS3 toolbar, 34
snapshots, 32, 215
software simulation programs, 2
SONET (Synchronous Optical
Network), 230
source code
installing GNS3 from, 11-12
installing QEMU from, 64—-65
sparse memory support, Dynamips, 23
SSH (Secure Shell), 230



start command, 191
Start VM in headless mode option,
VirtualBox, 55
starting routers, 41
Start/Resume all devices icon, GNS3
toolbar, 35
startup-config files, 38, 39, 188
Stop all devices icon, GNS3 toolbar, 35
stopping routers, 41
sudo command, 180
Suspend all devices icon, GNS3
toolbar, 35
suspend command, 191
suspending routers, 41
SVC (switched virtual circuit), 230
SVI (switched virtual interface), 168
switch block design, Cisco, 200
switch modules
NM-16ESW, 6, 44, 223-225
overview, 44
switches. See also breakout switches;
Ethernet switch nodes;
live switches, connecting
devices to
ATM, configuring, 102-103
Catalyst, 6, 223
Cisco, CDP tunneling
compatibility of, 115
EtherSwitch router, 96, 109-112
Frame Relay, 97-102
10U, 152, 167-168
Switches icon, Devices toolbar, 37
switchport mode access command, 119
Symbol selection window, 45, 46
symbolic link (symlink), Linux, 154
symbols for devices, changing, 45—-46
Synchronous Optical Network
(SONET), 230
sysinstall Main Menu, FreeBSD, 71

T

tab completion, NX-OSy, 175

tag stripping, preventing, 110, 113

TAP adapter, for virtual access server,

179-180, 181, 182

TAP interfaces, 105, 108

TAR (Tape Archive) files, 230

TCP (Transmission Control Protocol)
configuring in VirtualBox, 56-57
defined, 230
port number, changing, 43

Telnet Client application, 69
terminal. Seevirtual access server
terminal program, and console
problems, 209
terminal settings, configuring, 42
terminology, GNS3, 32
testing
ASA in GNS3, 131-132
Cisco IDS/IPS, 141, 143-144
Internet connectivity, 121
Juniper routers, 83-84
virtual access server, 184
VPCS, 50
text annotations, creating, 35, 36-37
TFTP (Trivial File Transfer Protocol)
copying ASDM software to ASA,
132,133
copying files from Cisco ASA, 127
defined, 230
timeout setting, virtual access
server, 187
Titanium. See NX-OSv
toolbars
Devices, 33, 37, 38, 55, 197
GNSS3, 32, 34-37
topology file, 32
Topology Summary, 33
Transmission Control Protocol.
See TCP
Trivial File Transfer Protocol. See
TFTP (Trivial File Transfer
Protocol)
troubleshooting
ASAs, 213
configuration issues, 210-211
console problems, 208-210
Dynamips, 46, 204
feature problems, 203-204,
210-211
GNS3 settings file, 211-212
hardware, 212
I0S images failing to load, 204-206
10S memory errors, 206-207
multi-protocol routing issues, 46
NIO errors, 207-208
overview, 203
port number conflicts, 212-213
problem categories, 203—-204
resources for, 215
sudden problems, 203-204
unsupported IOS images, 211
VirtualBox, 53
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tunneling compatibility, CDP, 115
TUN/TAP drivers, 108—-109

u

uberlab, creating, 198-199
Ubuntu Linux. See also Linux
Cloud node, configuring, 181
connecting devices to Internet, 120
Console application, choosing,
27, 28
cpulimit program, installing, 131
GNS3 system, installing on, 11-14
GNS3 WorkBench, installing,
16-17
gns3server program, 192
10U, installing, 154
permissions problems, 207-208
QEMU, installing on, 64-65
TAP adapter, configuring in,
179-180
TUN/TAP drivers on, 109
virtual access server

limitations on, 185

Wireshark, installing on, 59
UDP (User Datagram Protocol)

defined, 231

sockets, 104

tunneling port range, 156, 157
UNIX Socket connections, 105.

See also 10U
unix:initial-config.cfg file, 189
unpacker software, 127
“UNSUPPORTED HARDWARE

DETECTED” error, 140-141
unsupported IOS images, 211
updating Ubuntu package manager, 12
upgrading

GNS3, 167

virtual routers, 32
uploading IOU image files, 162-163
Use the local server setting, Dynamips

preferences window, 194
User Datagram Protocol. See UDP
user project folders, 32

\

VBoxManage application, 52-53, 85
vconfig command, 114
vendors, integrating multiple, 200-201

vi editor, 137-139
VIRL (Virtual Internet Routing Lab),
Cisco, 2, 231
virtual access server
Cisco IP hostname table
configuration, 184-186
closing consoles, 187
Cloud node configuration, 181-182
components of, 178
connection timeouts, setting, 187
defined, 177
limitations of, 185
Loopback Adapter configuration in
Windows, 178-179
opening consoles, 186-187
overview, 177-178
preparing GNS3 server, 180-181
router configuration, 182-184
TAP adapter configuration in
Linux, 179-180
testing, 184
virtual interface, installing,
178-180
virtual connectivity, GNS3, 3—-4
virtual disk image files, QEMU,
70-71, 135
Virtual Distributed Ethernet device
connections, 105
virtual hardware, configuring, 40—-41
virtual interface drivers, 106, 108
virtual interface, for virtual access
server, 178-180
Virtual Internet Routing Lab (VIRL),
Cisco, 2, 231
virtual local area networks. See VLLANs
virtual machine disk (VMDK) file, 144,
146, 231
virtual machines, 3. See also IDS/IPS;
IOS-XRy; Juniper Olive;
Juniper vSRX Firefly;
NX-OSv
console problems, 209, 210
defined, 231
10U, 153, 160-163, 164, 167
overview, b
QEMU, 127-131
VirtualBox settings for, 53—-55
Virtual PC Simulator. See VPCS
(Virtual PC Simulator)
Virtual Private Network Connection
(VPNC), 231



virtual private networks. See VPNs
(virtual private networks)
Virtual Router Redundancy Protocol
(VRRP), 231
virtual routers, trying I0S
versions with, 29
VirtualBox, 3, 8, 14
Clone feature, 55-56, 87
console problems, 209
copying GNS3 projects between
platforms, 190
creating Firefly virtual machine
with, 85-86
GNS3 WorkBench, installing
under, 16-17
hosts, using in projects, 55-56
importing appliances, 51-52
importing NX-OSv into, 169-170
installing, 50-51
10U virtual machine, 160-163
Juniper Olive in, 84
linking host nodes to other devices,
56-57
Linux virtual machine project,
57-58
overview, b, 50
preferences, 52—-53
troubleshooting, 53
virtual machine settings, 53-55
VirtualBox Manager window, 51, 52
VirtualBox preferences window, 52—-53
VirtualBox VMs preferences window,
87, 88, 170-171
virtualized rack rental, 2
vlan command, 168
VLANS (virtual local area networks)
breakout, 112-117
configuring 802.1Q trunk using
Ethernet switch node,
111-112
configuring 802.1Q trunk using
EtherSwitch router, 110-111
defined, 231
IOU switch for routing, 167-168
VMDK (virtual machine disk) file, 144,
146, 231
VMs. Seevirtual machines (VMs)
VMware ESXi, 144
VMware GNS3 WorkBench, 16
vMX, Juniper, 66

VPCS (Virtual PC Simulator), 8
commands, 48—49
defined, 231
installing, 14, 48
IP addressing, 49-50
overview, 47
VPNC (Virtual Private Network
Connection), 231
VPNs (virtual private networks)
Cisco, 200
defined, 231
uberlab using, 198-199
VRRP (Virtual Router Redundancy
Protocol), 231
VvSRX Firefly. See Juniper vSRX Firefly

w

WAN (wide area networks), 231
WAN interface card (WIC), Cisco, 231
web browser
installing ASDM software with,
132, 133
uploading IOU image file with, 163
WIC (WAN interface card), 231
wide area networks (WAN), 231
window docks, 36
window styles, 36
Windows, Microsoft. See Microsoft
Windows
WinPCAP, 9
Wireshark, 8
capturing packets in GNS3, 59-62
installing, 58-59
and IOU on Linux, 154
overview, b8, 62
preferences, 61, 62
reviewing saved packet captures, 61
saving captures, 61
workspace, GNS3, 33, 45
workstations, client/server setup, 192

X
XQuartz, downloading, 59

z

Zoom in/out icons, GNS3 toolbar, 35
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